Alaska Strategic Planning Session
May 16 & 17,2012

Agenda

Day 1
(Centennial Hall 9:00 AM — 4:30 PM)

e |[ntroductions (5 Minutes) — Darrell Davis
e Agency overview (25 Minutes) - Group
e MS-ISAC Overview (30 minutes) — MS-ISAC
e FBI—APT & Cyber Crime (30 Minutes) — SA Scott Sandback
e Break (15 minutes)
e APT Overview (1.25 hours) — MS-ISAC
o Tools and Tactics of APT Briefing
o Alaska APT
o Review Processes and Procedures to
o MS-ISAC Remediation Recommendations
= Short & Long Term Remediation Plan
e Lunch Break (Noon —1:30)
e APT Overview (continued 1.5 hours) — MS-ISAC
e |ISO Meeting Project Updates — (15 Minutes) - Jay Druyvestein
e Break (15 minutes)
e Strategic Planning Update — (5 Minutes) - Darrell Davis
e Strategic Planning (55 Minutes) - MS-ISAC
o Policy Implementation
= Policy Prioritization
= Gap Analysis
= Remediation Determination
= Ongoing Reporting
= Enterprise/Agency Remediation
o Policy Implementation
= Policy Prioritization
=  Gap Analysis
= Remediation Determination
= Ongoing Reporting
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Day 2
(Centennial Hall 9:00 AM — Noon)

e Day Two Kick-Off — (5 Minutes) — Darrell Davis
e Strategic Planning Continued (3 Hours) — MS-ISAC
o Enterprise/Agency Remediation
o Organizational Buy-in
o Training
= End User Awareness Training
= Technical Training
e C(ertification
e CEUs (Continuing Education Units)
e Break (15 Minutes)
o Continuance Monitoring
= MSS
= Albert
= Vulnerability Scanning
= Change Control
o Building Trust Relationships
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